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The ‘Cyber-Aware’ ORMF
Our point of view




Why build a ‘Cyber-Aware’ ORMF, quantifying cyber risk?

Ensure that the Operational Risk (OpRisk) appetite is backed by ongoing quantification of cyber
risk exposure, considering also how they correlate to and amplify exposure of other OpRisks

Use the quantification of cyber risk exposures in your decision-making to prioritise
investments in mitigation (e.g. cyber resilience programmes, cyber insurance)

regulators) that you understand and have appropriately assessed your Cyber Risk exposure in line

6 Communicate to your stakeholders (internal, 37 party partners, customers, shareholders and
with changing regulations and industry good practice
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Cyber risk is a stand-alone OpRisk but can also amplify other business

OpRisks
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Cyber risk exposure vs risk appetite: stand-alone and correlated

_ Risk Appetite OpRisk Exposure Cyber-OpRisk Exposure

antitative
. . Risk and Control OpRisk .

E le Level 1 - Risk Cyber Threat Cyber S

HETADISS Qualitative q Individual OpRisk Scenarios | ¢ ¢ »ccacsments | Events/incidence yRer Threa yher cenario Likelihood Financial Impact Exposure
operational risk types Cumulative loss - Exposure Ref# Ref#

T material loss Exposure Exposure
olerance
threshold
Internal Fraud Low £500k £100k £1m Low £50k 12,13,16 1234 Medium £1lm High
External Fraud Low £500k £100k £1m Low £20k 12,15,17,20,21,22 56,7 High £1m High
Clients, Products and
Business Practice Medium £1m £200k £1m Medium £150k 12,17,19 8,9 Medium £1m Medium
Business Disruption . .
and Systems Failures Low £500k £100k £5m Low £70k 14,1,17,18 10,11,12,13 High £5m High
Execution, Delivery
and Process Low £500k £100k £5m Low £80k 17,18,19 14,1516 High £5m High
Management
Damage to Physical . . .
Assets Medium £lm £200k £1lm Medium £130k 18,21,35 17,18 Low £1m Medium
Employment
Practices and Low £500k £100k £200k Low £60k 25,27,47 19,20 Low £200k Low
Workplace Safety
Cyber See Cyber-OpRisk
Medium £1m £200k Exposure Medium £140k All 21,22,23,24 High £14.2m High
columns
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Cyber risk is an operational risk and managed as part of ORMF

1. OR Strategy & Appetite

2. OR Governance

3. OR Management Approach

4. OR Culture and Awareness

5. Supporting Solutions

6. Operational Risk Assurance

ICT Operational Risks (SREP EBA, May 2017) Other Business OpRisks (examples)

Internal Fraud Conduct

Employment Practices

E | F
xternal Fraud and Workplace Safety
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Example Cyber Risk Management Framework (CRMF)

yber Risk Strategy & Appet
2. Cyber Risk Governance

3. Cyber Risk Management Approach (CRMA)

1. Analyse
risk
landscape

2. Identify,
measure,
monitor and

&,
Continuous
improvement

6. Assurance

3.
Implement,
maintain
and report
controls

4. Define &
monitor
Risk Appetite

4. Cyber Culture and Awareness

5. Technology solutions supporting the CSRMF
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Example Cyber Risk Management Approach (CRMA)

1. Analyse risk
landscape (threats and
impacts)

and report risks

2. ldentify, measure, monitor

3. Implement,
maintain and
report on controls

4. Define &
monitor
Risk Appetite

5. Continuous Improvement

J Outsider Third .
Insider 1rd party
> A A
Operating systems  Application

vulnerabilities  vulnerabilities
Top threats

Third party application DDoS Remov_able
vulnerabilities Malware media
attack

Compromised
administrator rights

“Examples only

Enterprise
impacts

Reputation Operation  Financial

Service impacts

Continuity Quality Trust

Confidentiality Integrity Availability
Infrastructure
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A. Threat Profile

B. Critical Asset Profile

C. Technology and OpRisk
event/incident capture and

review

D. Risk and Control Self-
Assessments
(inc. Top Risks)

E. Third party security
assessment

F. Cyber Security Risk
Assessment
(inc. app, cloud services,
platform and new
products)
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H. Risk reporting & aggregation (KRI/KTI)

1. Cyber Security Policy

J. Governance
and business
process Standards

K. Technical
Standards aligned
to NIST

L. Compliance management and control reporting

(KCI/KPI)

M. Qualitative
and
quantitative
risk appetite
statements at
appropriate
risk
level 1-n (1-
highest)

N. Alignment of
metric
thresholds
(KRI, KTI, KCI,
KPI)
and risk
heatmap
thresholds to
the Risk
Appetite




Approach to establish the Cyber-OpRisk exposure to the business

Phase 1

: Capture Business Risks and
: Align with Cyber Threats

i Gather the right information on the right
: business risks and apply the right cyber
¢ threat scenarios

as a business issue

Phase 2

Cyber-Aware Business Risk
Management

Monitoring business risk appetite and
making risk treatment decisions
driven by cyber threat intelligence
and scenario analysis.

D. Inform
business

@ Cyber Risk Board Pack
leadership

C.
Evaluate @ jEvaIl{ate risk against risk appetite, and
cyber identify a treatment plan

risk Assess cyber risk exposure modelling the cyber threat
scenarios
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Ability to manage cyber risk

PR Y
. &5
* .

* *
Uncoordinated

= Cyber Risk :

h‘/lanagement’.}
O. .i
0. [ “‘

PwC Cyber Security

A. ldentify

business
risks

i @ kdentify vulnerabilities and review controls
B. Profile :

cyber
threats

@ ﬁ}dap threat scenarios to operational and cyber risks

@ Identify plausible but extreme threat scenarios

@ Identify key business operationaél risks and cyber risks
@ Identify IT/Information assets :
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Cyber Risk Quantification Tool powered by Symantec™

Company Analytics

Company Specific Business Information
Specific External Cyber Security Metrics
Aggregated Internal Security Metrics
Company Specific Cyber Security Scenarios

Deep Dive Questions to increase precision

1. Company Specific Assessment 2 Hijstoric Cyber Security Metrics 3. List of Cyber Risk Scenarios

CEDARS-SINAI MEDICAL CENTER

Targeted Malware Attacks o

Extensive company coverage

Readily available quantitative data on companies

Insight to drive qualitative assessments and drive
more business

Companies with enhanced underwriting data

Companies with standard underwriting data

Domains with basic IT and security data

External Cyber Security Metrics

Internal Cyber Security Metrics

Cyber security scenarios with sized financial impacts for
your clients

Deep Dive Questions available in dynamic questionnaire

Cost Center Specific Sections

Faster Decision making, in some cases
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This publication has been prepared for general guidance on matters of interest only, and does not constitute professional advice. You should not act upon the information contained in this publication without obtaining
specific professional advice. No representation or warranty (express or implied) is given as to the accuracy or completeness of the information contained in this publication, and, to the extent permitted by law,
PricewaterhouseCoopers LLP, its members, employees and agents do not accept or assume any liability, responsibility or duty of care for any consequences of you or anyone else acting, or refraining to act, in reliance on the
information contained in this publication or for any decision based on it.
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